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ACTIVEX CONTROL OVERVIEW

In General

ActiveX controls are components (or objects) you can insert into a web page or other application to
deliver a program to the end-user, for execution on the end-user’'s computer. ActiveX refers to a
loosely defined set of COM-based technologies. For the purposes of this application, ActiveX controls
are like Windows applications that run inside a container. ActiveX controls may be written in any
language but the control must be compiled (prior to deployment) into native machine language by a
compiler that supports COM in order to communicate with the ActiveX Windows framework properly.
ActiveX controls are typically written in Visual Basic, C or C++.

XETEX XSIGNER™ OVERVIEW
XSigner is an ActiveX Control written in C++. It contains code that uses the Microsoft Crypto
Application Programming Interface (MS CAPI) to sign text strings and to output the signed result in
the format of a base64-encoded string. The control also provides a user interface in the form of
dialog boxes that allows the user to:

* view the contents of the MSIE certificate store

¢ choose a certificate

« view the text to be signed

e execute a signing operation

SUPPORTED PLATFORMS

Operating Systems

XSigner uses the Microsoft Crypto APlI. MS CAPI is included as a built-in standard feature of
Windows 98, Windows NT & Windows 2000. It is not included in Windows 95 but is available as an
add-on, automatically installed when downloading & installing Internet Explorer 4 or later.

XSigner has been tested on the following platforms:
¢ Windows NT 4.0

*«  Windows 2000

e Windows 98

« Windows 95 with IE 4.0 or higher

¢ Widows Millennium

Browsers

XSigner also makes use of Microsoft Authenticode technology. Authenticode allows a user
downloading an ActiveX control (or any other piece of software) to examine a certificate presented
by the software provider, in order to prevent the risk of accepting software from unrecognized
vendors. The certificate, issued by Microsoft and Thawte/Verisign, certifies the binding between the
software and its signer thereby providing assurance that the software was written and is being
provided by an authenticated software vendor. Upon viewing the certificate the user may accept or
decline the download. Authenticode is built into Internet Explorer 4.0 and later. Thus, older versions
of Internet Explorer do not support ActiveX controls.

XSigner has been tested on the platforms noted in the preceding section using the following
browsers:

¢ Microsoft Internet Explorer 4.0

¢ Microsoft Internet Explorer 5.0
¢ Microsoft Internet Explorer 5.5
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XSIGNER FUNCTIONALITY

XSigner is activated as follows: the client browser is directed to an HTML page containing a VBScript
(Visual Basic Script). The VBScript sets the ‘StringToSign’ variable on the control, calls the ‘Sign’
method on the control and receives the output via another of the control’s variables: ‘SignedString’.

The output is then posted back to the server via an HTML form.

XSIGNER PROPERTIES

The table below details the properties and variables necessary to invoke and activate XSigner. The
ActiveX control’s relevant variables and properties are as follows:

Variable Name | Property/ Variable | Variable Purpose Variable Value Variable Value
Type (before signing) (after signing)
ID HTML Object tag Identify the control to “XSigner” Unchanged
attribute be used by VBScript
Class ID HTML Object tag Identify the type of ;%?25%84;&%507- Unchanged
attribute control to be loaded. 8E76ETOF3ESA"
Codebase HTML Object tag Declare the server- "XSigner.cab " Unchanged
attribute side location of the
code to be
downloaded.
StringToSign ActiveX input Assign this variable Value assigned by | Unchanged
variable with the string to be VBScript or HTML.
string. signed before calling
the Sign method.
Sign ActiveX method Activates the ActiveX Not Applicable
control’s core (method)
functionality — digital
signing.
SignedString ActiveX output The ActiveX control null e Abaseb4
variable string. places the value of the encoded
signed output into this string
variable for retrieval by containing
the VBScript the output of
the signing
operation in
PKCS7
format.

e “Empty” if
the cert store
was empty

e “User
Cancellation”
if the user
cancelled

XSIGNER ACTIVATION: VBSCRIPT & HTML

1. The ActiveX control is loaded by the browser upon seeing the following html tag:

<OBJECT ID="XSigner" codebase="XSigner.cab' CLASSID="CLSI1D:63849D57-928A-
492B-A4EO0-8E76F70F3E54"></0OBJECT>
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2. Once the control is loaded, the VBScript activates by setting the input variable:
XSigner.StringToSign="Do you wish to sign this string?"

3. The VBScript then calls the Signing method as follows:
XSigner.Sign

4. Upon completion of the signing operation, the VBScript execution will retrieve the output
from the signing operation with the following:
theForm.signed.value=XSigner.SignedString

(where “theForm” represents the html form containing an input of type “Hidden” named
“signed”).

SAMPLE ACTIVATION SCRIPT

The following script is an example of how to activate the XSigner with a VBScript in an html page.
Note that the script handles three potential outcomes: (1) a successful signing operation (2)
user cancellation (3) an empty certificate store. If there is another problem, the Windows error
handling will take over and kill the signing process.

<HTM.>

<HEAD>

<TI TLE>Xet ex ActiveX Signing Control </ Tl TLE>

</ HEAD>

<BODY>

<OBJECT | D="XSi gner" codebase="XSi gner.cab" CLASSI D="CLSI D: 63849D57- 928A- 492B-
A4EQ- 8E76F70F3E54" ></ OBJECT>

<FORM name=si gni ngForm acti on= http://serverl. xet ex. com 8080/ servl et/
met hod=post >

<I NPUT type=hi dden val ue="What ever" nane=t ext >

<I NPUT type=hi dden nane=si gned>

<SCRI PT | anguage=VBScri pt >

di mtheForm

set theForm = Docunent. forns("signingForni)

XSigner. StringToSign="This is the string to be signed"
XSi gner. Si gn

t heForm si gned. val ue = XSi gner. Si gnedString

if (theForm signed.value = "Enpty") Then
Docunent.write("You have no certificates in the browser cert store")

el self (theForm signed.value = "User Cancell ation") Then
Docunent . write("<b>An Error Cccurred</b>")
el se

Docurnent . wite("<b>The signing operation conpleted successfully. The output
was: </ b><br >")

whol eSt ri ng=t heFor m si gned. val ue

Docunent . wri t e(whol eStri ng)

End | f

</ SCRI PT>

</ FORM>

</ BODY>

</ HTML>
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XSIGNER USER INTERFACE
The XSignher uses MFC (Microsoft Foundation Class) to create windows for a user dialog and HTML to
format the pages hosting XSigner.

The steps are as follows:

1. User reaches the start page and sees Authenticode Prompt (figures 1a & 1b)

2. Upon Acceptance by user, page continues loading and the VBScript activates XSigner. The
certificate selection window (figure 2) is displayed. User chooses a certificate and presses
OK.

3. User sees the MS CAPI dialog window (Figure 3) and authorizes the signing operation by
pressing OK.

4. Page finishes loading (with or without output displayed).
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Figure la: XSigner start page opening view.

XSigner Process Flow

Authenticode prompt

The user’s browser is directed to the starting point for digital signing, e.g. an HTML page containing
a VBScript and a contract to be signed. The VBScript immediately activates the XSigner and the
user sees the Authenticode prompt shown in figures 1a and 1b.

(See next page for a detail of the Authenticode prompt).
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Security Warning |

Do you want to ingtall and run “a etes Sctivel contral for
k5 Crypto AP digital signing. Thiz control iz shareware
zubject ko the icenze agreement found at

hitboe A feava metes comdelicenze. biml™ zsigned on 12/3,/00
244 Ph and distributed by:

Feter o,

Publisher authenticity verified by Thawte Server CA

Cautioh: #etex, [he. azserts that thiz cantent iz zafe. You
zhould only inztallvigw this content iF pou st <etes, [nc.
to make that aszertion.

[T Always tust content from Hetex, Inc.

A More lnfo |

Figure 1.b: The Authenticode prompt.

This dialog (Figure 1b) provides the user with the following assurances regarding the piece of
software that they are about to download:

Xetex Inc. created this software.

The content has not been altered since Xetex Inc signed it. If the code had been altered, post-
signing, the Authenticode dialog would warn of an inconsistency.

Xetex Inc. asserts that the content is safe for the user’'s computer.

Certificate Selection

After accepting the Authenticode prompt, the user sees a dialog box from which he is requested to
read the text to be signed, choose a certificate, and press OK. All the user’s current certificates are
presented for viewing. If the user has a number of certificates, and wishes to sign with a specific
certificate, he must choose that certificate from the pull-down window.

etexSigner |

INSTRUCTIOMS:
1- Read the text to be zsigned

etex 2- Choose a certificate
3- Prezz OK or Cancel
CERTIFICATE HDLDEH:Ieight ;I
ADDITIOMAL DETAILS: |2I:IEIEI'I 117033347 4152

CERTIFICATE ISSUER: ItestD‘-‘-.EE

Thig iz the ®etex Actives Signing Control. By chooszing a ;I

certificate and clicking OF., you will digitally sign this message.

"o must have at least one certificate in the |E cert store bo use it

Go ahead, by it _I
>

Cancel |

Figure 2: the certificate selection dialog.
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MS Crypto Signing

After choosing the correct certificate and pressing OK, XSigher executes the MS CAPI sighing
operation, which encrypts the text string with the private Key associated with the user certificate
chosen. The security level listed on this dialog window will be the same one chosen by the user
when the certificate was originally downloaded. Figure 3 shows the dialog window.

We recommend that the user set the security level to HIGH when downloading the certificate. The
disadvantage of this is that it requires that the user choose and remember a password for the
certificate. The advantage is, of course, increased security, as other users of the computer cannot
use the certificate unless they have the password.
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Secusly kel 28f b High
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Figure 3: the MS CAPI signing dialog window.

XSigner output

You can use VBScript to retrieve the output from XSigner and format it in any way you like. Our
demo simply takes the output (XSigner.SignedString) and writes it out to the HTML page:
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Figure4: XSigner output written to html page.
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